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Presentation

Statutory Law 1581 of 2012 regulates the protection of personal data
in Colombia, establishing the legal framework applicable to private
entities that are not subject to the rules of the financial system. The
purpose of this law is to develop the constitutional right of all persons
to know, update and rectify the information that has been collected
about them in databases or archives, as well as to protect the other
rights, freedoms and guarantees enshrined in article 15 of the Political
Constitution. It is also related to the right to information established
in Article 20 of the same.

In the performance of their duties, DEC
Consultores S.A.S. collects and
processes personal data of natural
persons within the framework of their
professional activity. For this reason, it

has adopted a personal data processing - N
policy aimed at ensuring its proper
handling, in accordance with the
principles and obligations established in R 4

the law.

As part of this commitment, DEC
Consultores S.A.S. adopts this
Manual of Policies and Procedures for
the Processing of Personal Data, in
compliance with the provisions of
article 18 letter f of Law 1581 of 2012.
This manual is essential, in particular,
for the management of queries and
complaints made by the data subject of
personal data.



Personal Data Protection Policy

The policies contained in this manual apply to any registration of personal data
carried out in person, non-face-to-face or through electronic channels, within
the framework of the products or services provided by DEC Consultores S.A.S.

The processing of the data will be carried out directly by DEC Consultores S.A.S.,
in its capacity as data controller.

1. Definitions

The following definitions are accepted, in accordance with Law 1581 of 2012 and
Decree 1377 of 2013:

a) Authorization: Prior, express and informed consent of the Data Subject

to carry out the processing of their personal data.

b) Privacy Notice: Verbal or written communication addressed to the Data

Subject informing them about the existence of information processing
policies, how to access them and the purposes of the processing.

c) Database: An organized set of personal data that is subject to processing.
d) Personal data: Any information linked to or that can be associated with

one or more specific or determinable natural persons.

e) Public data: Information that is not private or sensitive. Data related to

f)

marital status, profession, trade, quality of merchant or public servant are
considered public, among others. By their nature, these can be found in
registers, public documents, official gazettes or unreserved enforceable
court rulings.

Semi-private data: That which is not intimate or public, and whose
knowledge may be of interest to both the Data Subject and a specific group
or society.

g) Private data: Information of a reserved nature, access to which is

restricted, in principle, to the Data Subject.

h) Sensitive data: Information that affects the privacy of the Data Subject

i)
i)

or whose improper use may lead to discrimination, such as data on racial
or ethnic origin, political orientation, religious or philosophical beliefs,
membership of unions or organizations, health, sex life or biometric data.
Data processor: Natural or legal person who processes personal data on
behalf of the data controller.

Data controller: Natural or legal person who decides on the database
and/or processing.

k) Sata subject: Natural person whose personal data are subject to

1)

processing.
Processing: Any operation on personal data, such as collection, storage,
use, circulation or deletion.



m)Transfer: Sending personal data from Colombia to another Data
Controller party located inside or outside the country.

n) Transmission: Communication of personal data for processing by a
processor, inside or outside the country.

2, Principles for the processing of personal data

The interpretation and application of this manual will be guided by the following
principles:

a) Legality: Processing is a regulated activity that must comply with the
provisions of the law.

b) Purpose: The data will be processed for a legitimate purpose, previously
informed to the Data Subject.

c) Freedom: The processing will only be carried out with the prior, express
and informed authorisation of the Data Subject, unless otherwise provided
by law or court.

d) Truthfulness or quality: The information must be truthful, complete,
accurate, updated, verifiable and understandable. The processing of
inaccurate or misleading data is prohibited.

e) Transparency: The Data Subject may obtain information about the
existence and use of their personal data at any time.

f) Access and restricted movement: The processing will be limited to
what is strictly necessary and will be carried out by authorised persons,
guaranteeing its confidentiality and security.

g) Security: Technical, human and administrative measures will be adopted
to protect data from unauthorised or fraudulent access.

h) Confidentiality: Any person involved in the processing of non-public
data is obliged to maintain their confidentiality even after their
relationship with the organization has ended.

3. Processing of personal data

a) Public data:
DEC Consultores S.A.S. may process data of a public nature without
requiring prior authorization from the Data Subject. However, it
undertakes to apply the necessary security and confidentiality measures to
prevent its alteration, loss, misuse or unauthorized access.

b) Private and semi-private data:
Private and semi-private data will only be collected and processed by DEC
Consultores S.A.S. with the prior, express and informed authorization of
the Data Subject. This data may include, but is not limited to:
e Personal contact information (residence address, cell phone number,

personal email).

o Asset data (income, debts, assets, bank information).
o Work and academic history.



o Personal or family references.

o Information on contractual, commercial or professional relationships
with third parties.

o In all cases, the Data Subject will be informed of the specific purpose of
the processing and the rights that assist him or her in accordance with
current legislation.

c) Sensitive data:

In principle, DEC Consultores S.A.S. will avoid collecting and processing

sensitive data. However, if for justified reasons of operation or provision

of services it is necessary to do so, prior, express and written authorisation

will be requested, clearly informing of its specific purpose, and respecting

the legal exceptions, in the following cases:

o When the Data Subject has given his explicit consent.

o When the processing is necessary to protect the vital interest of the Data
Subject and he or she is physically or legally incapacitated.

e When it is carried out within the legitimate activities of a non-profit
organization, in relation to its members.

e When they are required for the recognition, exercise or defence of a
right in a judicial proceeding.

e When the processing has historical, statistical or scientific purposes,
adopting measures for anonymization.

d) Data on children and adolescents:

DEC Consultores S.A.S. will not collect or process personal data of minors,
unless they are data of a public nature and their processing is necessary for
the provision of services or execution of activities related to the company's
corporate purpose. In any case, prior, express and informed authorization
will be required from the minor's legal representative and the minor will
be heard in view of his or her maturity, autonomy and capacity to
understand the matter. Respect for their fundamental rights and the
principle of the best interests of the child shall always be guaranteed.

4. Rights of the Data Subjects

The Data Subject of the personal data has the right to:
a) Know, update and rectify your data before DEC Consultores S.A.S.
b) Request proof of the authorization granted.
c) To be informed of the use that has been made of their data.
d) To file complaints with the Superintendence of Industry and Commerce.
e) Revoke the authorisation or request the deletion of your data, in the cases
legally permitted.
f) Access your processed personal data free of charge.

5. Duties of DEC Consultores S.A.S.



DEC Consultores S.A.S. will act as controller and processor of the treatment and
will comply with the following duties:
. Guarantee the Data Subject the exercise of his rights.
. Keep the data under adequate security conditions.
« Refrain from circulating controversial data or data under judicial
discussion.
« To process queries and complaints in a timely manner.
« Inform the Data Subject about the purpose of the processing.
. Insert legends such as "Claim in process" or "Data subject to judicial
proceedings"” when applicable.
« Notify the SIC about security incidents that may compromise the data.
« Comply with the provisions of the internal manual of policies and
procedures.

6. Secrecy and confidentiality

Any person involved in the processing of personal data must maintain the
confidentiality of the information, even after their relationship with the company
has ended.

~. Authorization

Any collection of personal data will require prior authorization, except in cases
excepted by law. This may be obtained by any verifiable means, such as
contractual clauses, e-mails or electronic forms.
Authorization is not required in the following cases:

. Data required by public or judicial authority.

. Data of a public nature.

. Cases of medical or health emergency.

« Civil registry data.

« Historical, statistical or scientific purposes (prior anonymization).

8. International Data Transfer

DEC Consultores S.A.S. undertakes not to transfer, sell, assign, lease, or share
the personal data it collects with third parties, unless:
« There is prior, express and informed authorization from the Data Subject.
« It is required by a judicial or administrative authority in the exercise of
legal functions.
« There is a legal or contractual obligation that allows or requires it.

In particular, DEC Consultores S.A.S. will not carry out international transfers
of personal data to countries that do not guarantee an adequate level of
protection, in accordance with the provisions of the Superintendence of Industry
and Commerce and applicable regulations.

Any possible international transfer of personal data will only take place if:



« Itis essential for the development of the contractual relationship with the
holder.

« The recipient country offers an adequate level of protection.

« There is express authorization from the Data Subject or the exceptions
provided for in the law are met.

In all cases, technical, legal and contractual measures will be guaranteed to
ensure the confidentiality, integrity and appropriate use of the information.

9. Consultation and complaints procedure

The Data Subjects or their representatives may submit:
a) Queries: You may request information about your personal data once a
month, free of charge, by email: dec@decconsultores.com.
b) Complaints: In case of non-conformity, the Data Subject may file a claim
indicating;:

« Full name.

« Type and number of identification.

« Reason for the complaint.

. Notification address (physical or electronic).

- Evidence or supporting documents.

If the claim is incomplete, a correction will be requested within 5 business days.
If it is not answered within two months, it will be understood to have been
withdrawn. The complete claim will be dealt with in a maximum of 15 business
days, extendable for an additional 8 business days, with prior justification.

10. Modifications to the Policy
Any substantial change in the processing policies will be informed to the Data

Subjects through the usual contact channels or the website:
www.decconsultores.com.

11. Validity

This personal data processing policy comes into force as of July 14, 2025 and
will remain in force as long as the use of the databases subsists.


mailto:dec@decconsultores.com
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Internal operation of DEC Consultores S.A.S. for
the protection of personal data

1. Data Controller

Within the framework of the provisions of Law 1581 of 2012 and this Manual of
Personal Data Protection Policies and Procedures, DEC Consultores S.A.S. will
act as Data Controller for the processing of the personal data it collects and
manages.

For these purposes, the company will appoint, by act of the legal representative,
a person in charge of leading the personal data protection unit. This person will
be liable for ensuring compliance with the procedures established in this manual,
in particular the attention and processing of requests, queries and complaints
submitted by the data subjects or their duly accredited representatives.

2. Data Processors

Within the organizational structure of DEC Consultores S.A.S., and in
accordance with the provisions of the Statutory Law on the Protection of
Personal Data, the members of the internal staff who, in the performance of their
functions, have access to personal data within the framework of the provision of
services to clients, will be identified as data processors. as well as in the
interaction with suppliers and third parties related to the company.

These processors must strictly observe the guidelines contained in this manual,
as well as the principles, duties and legal obligations regarding data protection.

3. Data Collection

The collection of personal data will be in charge of the persons in charge
designated by DEC Consultores S.A.S., who must comply with the requirements
and procedures defined in the law and in this manual.

All the data collected must be incorporated exclusively into the official databases
registered by the company. Any medium, record or reference that contains
personal data and is not part of these databases must be deleted securely and
irreversibly.

4. Duty of Confidentiality

Those in charge of the processing of personal data will be obliged to maintain the
confidentiality of the information to which they have access by reason of their



functions. They must implement and respect the security measures adopted by
the company, and must refrain from granting unauthorized access to third
parties to personal data, their respective databases, or to the physical or digital
places where they are safeguarded.

5. Use of Data

Personal data shall be used solely for legitimate purposes directly related to the
business operations of DEC Consultores S.A.S. In no case may they be
transferred, used for personal purposes, or destined for activities other than
those for which they were collected. Any improper use by those in charge will be
considered a serious infraction and will lead to the corresponding sanctions.

6. Validity

This Manual of Personal Data Protection Policies and Procedures is in force as
of July 14, 2025 and will remain in force as long as the data processing by DEC
Consultores S.A.S. continues, or until it is updated or modified in accordance
with the applicable regulations.
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